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Motivation

A Security not a feature but a design metric
A Crytography is highly dynamic

Cryptanalysis Custom cryptanalysis! Lightweight cryptography

A Timeline of cryptgraphic competitions
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Motivation

A Design metrics

Resistance
against attacks
Security

256 bits  / \ , 48 rounds

"\, 16 rounds

80 bits_ /

' Low Cost Performance
Area | { Throughput

serial parallel

A Security kerenels developer has a huge design space

Variety of constraints Variety of target platforms
Area footprint, power GPPs, DSP, GPUs,
utilization, latency, operating ASICs, ASIPs, FPGAs,
frequency, cost, ... CPLDs, Microcontrollers, ...

Architectural customization

Throughput, security, thermal Wordsize, instruction set,
limitations, distribution, Memory, microarchitectural
scalability, flexibility, ... template, Interfaces, ...

Variety of requirements
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HC-128: Parallelization by State Splitting

clk st

A P and Q has 512 words of 32-bit
A 5reads, 1 write

Designl

Design2: Even
odd splitting
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HC-128 Accelerator Core

Instruction
PC g
Memory :
Prog. P Q Bank i
Mem Mem Mem
if (f mod 1024) < 512
{
Pljl = Pljl + ¢1(P[; B3], P[jB10], P[; 8511));
Update P & ] = Plj] + £ (P[j83], P[j&10], P} B 511]
Key Gen. si =In(PjB12]) & Pljl;

Design3: 4-way splitting
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}

{

else

Qlil = Qljl + £2(Q[j B3], Q[ B810], Q[j B511));
si = n(Q[iB12)) & Qlj);

A. Khalid, et al. One Word/Cycle HC-128 Accelerator via State-Splitting Optimization, in INDOCRYPT 2014



HC-128: Parallelization

Pipeline for Design3
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by State Splitting
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Desi Clock Freq. Core area (KGE) Memory Total Area
esign
8 (GHz) Comb. | Sequential | Total | Organization | (Bytes) | (KGE) (KGE)
Designl 1.20 5.47 1.64 5.55 2x512 4096 53.22 58.77
Design2 1.30 9.63 1.38 8.60 4x256 4096 72.56 81.16
Design3 1.35 16.24 1.17 13.61 8x128 4096 1104 124.01
Desi Clock Freq. | Initialization latency Throughput ‘ TPA (Gbps/KGE) with
esign
& (GHz) (cycles) (ms) (cycles/word) | (Gbps) | Core Area | Total Area
Designl 1.20 9168 7.64 4 9.60 1.73 0.16
Design2 1.30 4584 3.53 2 20.80 242 0.26
Design3 1.35 3556 2.63 1 43.20 3.18 0.35
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Faraday 65m Standard Cell library, typical case




AES: Technology Mapping

w The AEMixColumnsmatrixmultiplication operation of the AES state byte matrix by a
constant matrix giveby 931 1]

1231
1123
3112

A Thesmallest circuit in literature requires08 XOR gate® implementthis.
A This function is four instances of the following equation aver
A 41LUTsasing the LUT6 FPGA technology.
p=2-ad3-bdced

A Instead, we view the operation as a Boolean function rather than over and we optimize it
towardsan implementation o86 LUTs

A Inverse MixColumns similarly can be reduced fiéhto 60 LUTs
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2 Joint work with Mustafa Khairallah and Thomas Peyrin, unpublished



FPGA - Aware Pipelining

S — Circuit 1 m
Circuit 1 '
Logic L Storage | | Logic _Lngc . _LOg_]C — Storage
Clircuit 2 1 Element 1 Cirenit 4 : Circuit 2 Circuit 4 Element
) —
Logic
Cireuit 3
Logic Storage |
Circuit 3 Element 2

Logic-aware Partitioning FPGA-aware Partitioning
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Joint work with Mustafa Khairallah and Thomas Peyrin, unpublished



High -Level Synthesis

A Focuses on algorithm to RTL flow
x Dependent on user proficiency, varies widely from tool to tool
x Unaware of technology platforms
x Hard to reuse design knowledge
x Storage allocation optimizations missing

Domain-specialization?

NANYANG
e @G5 | TECHNOLOGICALI
'93? UNIVERSITY



Berkeley Dwarfs for Parallel Computlng [1]

/m
Model and

Systems Software
(Questions 5 and 6)

Evaluation
Appllcal ons (Question 7) Archnecture and HW

Questions1and2) ~ (Questions 3 and 4)

A How apps relate to 13 dwarfs (Red Hot -
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1Finite State
2Combination
3Graph Traver
4 Structured G
5Dense Matrix
6 Sparse Matrix
7 Spectral (FFT)
8Dynamic Prog
9N-Body
10MapReduce -
11Backtrack/ B&B
12Graphical Models
13Unstructured Grid
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[1] The Landscape of Parallel Computing Research: A View from Berkeley, by K. Asanovic et al , Technical Report, 2006



Elements

SoC Processing
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Domain -specific High Level Synthesis: Lessons
from Wireless Communication IP

System Studio

Overview

System Studio is a high performance, model-based signal processing algori
combines the industry's best simulation performance with high modeling ef
chip implementation design and verification flows. Leading communication
Synopsys' System Studio and DSP model libraries to address their system-k
faster. There is a good chance that your cell phone comes with a System St

ACH (ue ,prach) ;
=1 fading channel
L. In1tTime = (nsf-1)/1000;
rxwave, fadinginfo] = lteFadingChannel

Download Your Free Wireless Fhwave: zeras(25.1)])

Download Datasheet Communications Trial of

MATLAB

Download trial

Wireless engineering teams use today's MATLAB® to reduce development time, from
algorithm development through full system simulation and hardware implementation. These
engineers save time and eliminate steps by:

+ Proving algorithm concepts in simulation and over-the-air tests

» Exploring and optimizing system behavior with models that include digital, RF,
antenna elements

» Eliminating design problems before moving to implementation
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CRYKET: Overview

A CRYKET (Cryptographic Kernels Toolkit): Domain specific HLS
I Language independent GUI based design capture
I Domain specific expertise, well understood kernels
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\ A. Khalid, et al. RAPID-FeinSPN: A Rapid Prototyping Framework for Feistel and SPN-Based Block Ciphers. ICISS 2013



RunFein: Feistel and SPN Block  Cipher

A Block/key/word sizes, rounds, mode of operation, test vectors

A Layers of operation: S/P-Box, Bitwise/ Arithmetic/Boolean/ Field operations,
compound popular cipher operations

Plaintext Key Plaintext Key
1

l A y \ 4 \ 4

[ L Data ] [ R Data ] Key Register Data Register Key Register
layer O

) ) v

layer 1 1 Key Update
layer 2
layer 3
layer 4
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A. Khalid, et al. RunFein: A Rapid Prototyping Framework for Feistel and SPN Based Block Ciphers, JCEN 2016



RunFein: Fast
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Plaintext

Round 1

N times unrolled

D esign Space Exploration

Plaintext

N times unrolled
with pipelining

Plaintext

Round 1a

Round 1b

Round 1c

Sub-pipelined round

A. Khalid, et al. RunFein: A Rapid Prototyping Framework for Feistel and SPN Based Block Ciphers, JCEN 2016



RunFein: GUI
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